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Figure 2.1: Link Layer packet format for the LE/Uncoded PHYs
LLData
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Figure 2.13: LLData field structure in CONNECT_IND and AUX_CONNECT_REQ PDU's payload

[1] Bluetooth Core Specification Core_v5.0[EB/OL]. Bluetooth SIG Proprietary. http://www.uni-obuda.hu/users/wuhrlt/MSc Adatatvitel/Core v5.0.pdf. 2016.12.06 4



http://www.uni-obuda.hu/users/wuhrlt/MSc_Adatatvitel/Core_v5.0.pdf

| BLE fHEfR. rhi% DE0X2 | Eia

\
WRIRIE(EE?
Connection 1cl Connection 2 Connection (n-1)Cl
. Interval Interval Interval
Time |< o >l =

) Sleeping ‘

Channel
ch[X]\\\ Ch[Z' Ch[3.x] /// Ch[n.X]
\

S : i
Connection Events

* Cl = Connection Event + Sleeping

= (Connection Interval + Slave Latency + Supervision Timeout) + Sleeping



| BLE fH#f. thidk | EDe0Xs | 2333

\
BLE £EGIRER

ADV

CONNECT REQ

Sniffing =

Ubertooth one



| BLE fEER : @®DE0x2 | =33

\
PRERS TV

ADV ADV
T
SCAN REQ SCAN_REQ
SCAN RSP SCAN RSP
CONNECT REQ Malformed Package
chix] = X chx]



| BLE rhg¥ ODE0X2 | =317

\
RS




Master&

| y @Dc60x% | 13

EFRITIT

Slaveé’%?:#i%}%ﬁfﬁﬁ




OE60XZ | Efa

Now | wanna sniff some Bluetooth: Sniffing and Cracking Bluetooth
with the UbertoothOne



| ff# LLData ‘ | 60X | =53

\
Access Address

Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
Id I = AAA
Reset 000
d Rw fiel | BASE | PREFIX
AR MA eenn-- |---emeeemaen- nRF51822 radio packet
| exee | exAA
B RW STA o ____._ o e e e e e e — L &
S8 | LENGTH | 51
Radio packet in RAM |------ |======== | =====- R et LR LT |
None | None | None || ... ...
C RW BAl
e - L L L L A L Ll L &
| Preamble SEE ..
|-===eeemnn-- -| BLE LL packet B Ll EEE Ry
D RW ENM . .5 @ | BxAA i :
LT - = k=sassssssssssfasssazssa= +
Littie U Least dIgniticant DIt O ¢
Big 1 Most significant bit on air first

(4] %R R THEE I T i S PR T 58 7 4 5 3 53 (D) e ch RHSTA 22,2019, ‘ | 11



| ff% LLData g PDE0XZ | i

\
CRC Init

- CRCAT

Input Output
LFSR

5} 1 2 3 4 5 6 7 8 9 10 23

Data L5B first

- [4&4ERK CRC FFERY LFSR (M1SZ/AYFT LFSR :

(5] 1 2 3 4 5 b 7 8 9 18 23

Data MSB first

(4] 3. (R ORI 5724 15 0 T 595 13 B 75 A BT 53 D] 4 RS A 22 2010, ‘\ - 12



| ff# LLData ODE0XZ | 37

\
Channel Map Preamble | Access Address | PDU | CRC | LL Packet
Header Payload MIC
LL CHANNEL MAP REQ , 1
- - - (optional)
Attacker | '
! N
| sniffer / g \
I 0 Opcode CtrData
|
T 1 ’ Y
1 s \
Master : 2 Pl N,
:
= 34
|
: 35
: 36

used channel

(RTR{EE)

(4] SRR, A FE ST AT 512 & 45 75 AT SEID) 4 R A2, 2010 | 13



| [E6% LLData

\
Hop Interval

Connection Events

DED6E0XZE | E

connInterval

connInterval

connInterval

* Connection Interval=Hop Interval* 1.25ms

[4] AR RTIFE IR 2T i PR 5% & 1R B 7AW R [D] R K ,2019.

e

hopInterval >

1.25 ms



| ff# LLData ‘ ODE0XZ | 37

\
Hop Increment

AZfiEHop S NS ESE SRR exploitable

ffaxE BARBLEZER exploitable(SiE

a
>

Increment B SIERS!

SuniquelSIBEZBIRNIEES

@PEI‘ Computer \ /L':'WE"‘ CDmPUtE‘F\

recv_distance()

send_distance()

distance 1 ~ n

distance 1 ~ n

distance 1 ~ n
Troikas{distance) find_unich()

hoping 1 ~

. . measure( )
4 find_expch() )

cmp_hopinc()

unigch, expch
hopine

nr‘i nt{hopinc)

[4] TRAIR. (RINFE IR 2 E AT 5% F B JTAM 5 D] £ H R A, 2019. | 15

unigch, expch

g recv_chs()




Wireshark = EHfjM16: 18
*/tmp/pipe

SZ#(B EIEE) MEWN) BEQ wBROQ oR@) 4t BiEY)
@ @ERE QALK VA=

[pv

a9 O~

LW TEOD #FHH)

()

@
(=
=

R Tl 88 ... <Ctrl/> | wERL. o+
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21658 373.215346000 46:69:el1:f7:f0:bo Broadcast LE LL 53 ADV_IND

21659 373.235042800 38:55:de:56:6e:4b Broadcast }£;$}aﬁ{ aajﬁgﬁfg NUNCONN IND ) ce:da Lnonguin sa:wa:
21660 373.260770200 1f:2c:dc:1b:94:40 Broadcast o gqLn_sa:ou:
oo 48291 587.357902300 d4.bc.@2.38.cc:34 Chonggin_2a:ed:
21661 373.294765300 73:24:7a:3a:74:b4 Broadcast 40292 587361370500 d4:bc:02:38: cc: 34 chonaain 2a:0d:
21662 373.335986400 55:fb:@c:dd:c5:eb  Broadcast . SDC-BoencCs gain_ca-ouo.

40293 587.36169640@ Chongqin_2a:@d:5c
40294 587.363800900 Unknown_0xedaSaebd
40295 587.364031400 Unknown_0xedaS5aebd

17416 296.316256300 50:ac:08:bf:c8:87 XiaomiEl_ci1:da:7d
11253 190.705869200 4c:39:e8:79:fbh:75 ad:83:e6:73:5c:62
7267 124.887751300

d4:bc:082:38:cc
Unknown_0xeda5aebd LE LL
Unknown_0xeda5aebd LE LL
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20 LE LL 42 AUV_UIKEL I _1NW
5c LE LL AS ADV DTE MO
5c LE LL 45 ADV_DIRECT_IND

67 CONNECT_REQ

33 Empty PDU
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6359 108 . 215753600 40296 587.371301000 Unknown_0xedaSaebd Unknown_0xeda5aebd LE LL 33 Empty PDU

' e DI 40297 587.371531100 Unknown_0xedaSaebd Unknown_0xeda5aebd LE LL 33 Empty PDU

6996 119.939146700 54:88:5b:90:98:7f  a4:eb:e7:51:58:72 44595 587.378801100 Unknown_GxedaSaebd  Unknown OxedaSaebd  LE LL 33 Empty PDU
4581 76.959173300 43:17:40:21:09:86  a5:48:00:a5:5€:62 45599 587.393801300 Unknown_6xedaSaebd  Unknown_GxedaSaebd  LE LL 33 Empty PDU
PR s e ?2;22;2:;23;?2;:; A Tiaci08ibein? 40300 587.401301400 Unknown_OxedaSaebd  Unknown_OxedaSaebd  LE LL 33 Empty PDU
. DS PTmem sl 40301 587.408801500 Unknown_0xedaSaebd Unknown_0xeda5aebd LE LL 33 Empty PDU

476 7.121080200  cc:3a:e9:f9:fb:76  c4:83:€7:77:4€:62 45355 587416391300 Unknown_OxedaSaebd  Unknown_OxedaSaebd  LE LL 33 Empty PDU
40303 587.423801300 Unknown_0xedaS5aebd Unknown_0xeda5aebd LE LL 33 Empty PDU

Access Address: 0x8e89bed6 40304 587.431301300 Unknown_0xedaSaebd  Unknown_OxedaSaebd LE LL 33 Empty PDU
v Packet Header: ©x0c43 (PDU Type: SCAN_REQ, ChSel: #1, TxA' 48305 587.438801780 Unknown_OxedaSaebd  Unknown_@xedaSaebd LE LL 33 Empty PDU
.. 8811 = PDU Type: SCAN_REQ (0x3) 40306 587.446301700 Unknown_0xedaSaebd  Unknown_OxedaSaebd LE LL 33 Empty PDU

..@ .... = RFU: B 40307 587.453801700 Unknown_0xedaSaebd  Unknown_@xedaSaebd LE LL 33 Empty PDU

= Channel Selection Algorithm: 40308 587.461301800 Unknown_Oxed4aSaebd  Unknown_OxedaSaebd LE LL 33 Empty PDU

= TX Address: Random 40309 587.468801600 Unknown_0xedaSaebd Unknown_0xeda5aebd LE LL 33 Empty PDU
e 40310 587.476301700 Unknown_OxedaSaebd  Unknown_OxedaSaebd LE LL 33 Empty PDU

@ 7 TxAddress (btle.advertisin...ader.randomized_tx), 1 byte 4348:21662-F 48311 587.483801900 Unknown_OxedaSaebd  Unknown_OxedaSaebd LE LL 33 Empty PDU
48312 587.491301700 Unknown_8xedaS5aebd Unknown_8xedaSaebd LE LL 33 Empty PDU
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» Frame 40293: 67 bytes on wire (536 bits), 67 bytes captured (536 bltS) on interface ©

» PPI version 8, 24 bytes

DLT: 147, Paylnad: btle (Bluetooth Low Energy Link Layer)

» Bluetooth Low Energy Link Layer
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